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ABSTRACT

A network exploit known as a distributed denial of service (DDoS) attack is used to disable a server's
regular operations and responses. During the DDoS attack the legitimate users cannot access resources
available through internet and allows us to identify unusual network traffic behaviour. One of the
biggest risks to the internet is thought to be this attack. Due to this issue we are using various machine
learning algorithms to create a detection model in order to resolve the consequences. The unsupervised
methods analyze incoming network traffic to find attacks and semi-supervised machine learning (ML)
techniques for DDoS detection are provided.(Random Forest, Co-clustering, Support Vector Machine
as well as K-Nearest Neighbour).With the unsupervised method, the irrelevant regular traffic data is
reduced. A component of this method for DDoS detection allows for a decrease in false positive rates
and an improvement in accuracy. On the other hand, the supervised portion significantly lowers the
false positive rates of the unsupervised section, and the DDoS traffic is also correctly identified.

1. INTRODUCTION

DDoS attack main objective is to prevent legitimate internet users from accessing resources. The
frequency and amount of network traffic delivered to the target controls the attack's intensity. Three
distinct types of machine learning approaches exist. They are supervised, unsupervised, and semi-
supervised learning-based DDoS detection. Combining supervised and unsupervised algorithms, semi-
supervised algorithms can operate on labelled or unlabelled data sets.

For example, in the machine learning semi-supervised technique header features the entropy for the
traffic data is estimated. At the unsupervised co-clustering algorithm, the input network is divided into
three clusters. The traffic data occurred during the DDoS attack is classified precisely by using of
random forest algorithm. The main goal is the detection and removal of irrelevant data on the basis of
co clustering, estimation of entropy and the ratio of information gain[random forest algorithm] by
improving the accuracy.

Artificial Intelligence, Machine Learning (ML), Pattern Recognition, Statistics, Information Theory are
the most used data mining techniques for intrusion detection . Application process of data mining
techniques in general and ML techniques more specifically requires five typical steps selection,
preprocessing, transformation, mining, and interpretation. Despite that preprocessing and
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transformation steps may be trivial for intrusion detection applications, selection, mining and
interpretation steps are crucial for selecting relevant data, filtering noisy data and detecting intrusions.
The existing Machine Learning based DDoS detection approaches can be divided into three categories.
Supervised ML approaches that use generated labeled network traffic datasets to build the detection
model. Two major issues are facing the supervised approaches. First, the generation of labeled network
traffic datasets is costly in terms of computation and time.

Without a continuous update of their detection models, the supervised machine learning approaches are
unable to predict the new legitimate and attack behaviors.

Attacker

Figl DDoS Attack

Second, the the presence of large amount of irrelevant normal data in the incoming network traffic is
noisy and reduces the performances of supervised ML classifiers. Unlike the first category, in the
unsupervised approaches no labeled dataset is needed to built the detection model. The DDoS and the
normal traffics are distinguished based on the analysis of their underlying distribution characteristics.
However, the main drawback of the unsupervised approaches is the high false positive rates.
In the high dimensional network traffic data the distance between points becomes meaningless and
tends to homogenize. This problem, known as ‘the curse of dimensionality’, prevents unsupervised
approaches to accurately detect attacks . The semi-supervised ML approaches are taking advantages of
both supervised and unsupervised approaches by the ability to work on labeled and unlabeled datasets.
Also, the combination of supervised and unsupervised approaches allows to increase accuracy and
decreases the false positive rates. However, semi-supervised approaches are also challenged by the
drawbacks of both approaches. Hence, the semi-supervised approaches require a sophisticated
implementation of its components in order to overcome the drawbacks of supervised and unsupervised
approaches.

2. LITERATURE SURVEY
Ample research is carried out on the analysis and prediction of sales using various techniques. There are
many methods proposed to do so by various researchers. In this section, we will summarize a few of the
machine learning approaches.
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Several approaches have been proposed for detecting DDoS attack. Information theory and
machine learning are the most common techniques used in the literature. This section summarizes
some of the recent works in DDoS detection. Akilandeswari V. et al. have used a Probabilistic
Neural Network to discriminate flash crowd events from DDoS attacks. The method achieves high
DDoS detection accuracy with lower false positives rates.

s Similarly, Ali S. B. et al. have proposed an innovative ensemble of Sugeno type adaptive neuro-
fuzzy classifiers for DDoS detection using an effective boosting technique named Marliboost. The
proposed technique was tested on the NSL-KDD dataset and have achieved good performance.

% Mohiuddin A. and Abdun Naser M have proposed an unsupervised approach for DDoS detection
based on the co-clustering algorithm. The authors have extended the co-clustering algorithm to
handle categorical attributes. The approach was tested on the KDD cup 99 dataset and achieved
good performance.

% Alan S. et al. [19] have proposed a DDoS Detection Mechanism based on ANN (DDMA). The
authors used three different topologies of the MLP for detecting three types of DDoS attacks based
on the background protocol used to perform each attack namely TCP, UDP and ICMP. The
mechanism detects accurately known and unknown, zero day, DDoS attacks.

% Similarly, Boro D. et al. [20] have presented a defense system referred to as DyProSD that
combines both the merits of feature-based and statistical approach to handle DDoS flooding attack.
The statistical module marks the suspicious traffic and forwards to an ensemble of classifiers for
ascertaining the traffic as malicious or normal.

% Recently, Van Loi C. [21] proposed a novel one class learning approach for network anomaly
detection based on combining auto-encoders and density estimation. Authors have tested their
method on the NSL-KDD dataset, and obtained satisfactory results. Mohamed I. et al. [22] have
proposed a supervised DoS detection method based on a feed- forward neural network. This
method consists of three major steps: (1) Collection of the incoming network traffic, (2) selection
of relevant features for DoS detection using an unsupervised Correlation-based Feature Selection
(CFS) method, (3) classification of the incoming network traffic into DoS traffic or normal traffic.

3. EXISTING SYSTEM

The first phase of their approach consists of dividing the incoming network traffic into three type of

protocols TCP, UDP or Other. Then classifying it into normal or anomaly traffic.

In the second stage a multi-class algorithm classify the anomaly detected in the first phase to identify

the attacks class in order to choose the appropriate intervention.
o)
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The DDoS detection approaches in the literature are under two main categories unsupervised
approaches and supervised approaches.

Depending on the benchmark datasets used, unsupervised approaches often suffer from high false
positive rate and supervised approach cannot handle large amount of network traffic data and their
performances are often limited by noisy and irrelevant network data.

DISADVANTAGES:

While some approaches have been used, they have not been well received.

The main disadvantages are less accuracy rate, classification issue, false positive rates and more
network traffic data.

4. PROPOSED SYSTEM

The main aim of combining algorithms used in the proposed approach is to reduces noisy and
irrelevant network traffic data before preprocessing and classification stages for DDoS detection while
maintaining high performance in terms of accuracy, false positive rate and running time, and low
resources usage.

Our approach starts with estimating the entropy of the FSD features over a time-based sliding
window.

When the average entropy of a time window exceeds its lower or upper thresholds the co- clustering
algorithm split the received network traffic into three clusters.

Entropy estimation over time sliding windows allows to detect abrupt changes in the incoming
network traffic distribution which are often caused by DDoS attacks. Incoming network traffic within
the time windows having abnormal entropy values is suspected to contain DDoS traffic.

ADVANTAGES:
The major advantage is that it aids in the removal of extraneous normal traffic data.

DDoS attack detection allows the reduction of false positive rates and also increasing the accuracy
compared to previous accuracy values.
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Fig: 1 System Architecture

Adopting a supervised ensemble ML classifiers based on the Random Forest algorithm to accurately
classify the anomalous traffic and to reduce the false positive rates. Combining both previous
algorithms in a sophisticated semi-supervised approach for DDoS detection. This allows to achieve
good DDoS detection performance compared to the state-of-the-art DDoS detection methods. The
unsupervised part of our approach allows to reduce the irrelevant and noisy normal traffic data, hence
reducing false positive rates and increasing accuracy of the supervised part. Whereas, the supervised
part allows to reduce the false positive rates of the unsupervised part and to accurately classify the
DDosS traffic.
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5. RESULTS
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Fig..6 Separate Unlabeled Dataset
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6. CONCLUSION
In recent years, DDoS attacks have become increasingly common and sophisticated, making it
challenging for traditional detection methods to keep up with the evolving threat landscape. As a result,
semi-supervised learning approaches have emerged as a promising technique for detecting DDoS attacks
in network traffic.Semi-supervised learning is an approach that combines labeled and unlabeled data to
improve the accuracy of a model while reducing the need for manual labeling. This approach has been
applied in the context of DDoS detection, where it has shown promising results.The use of semi-
supervised learning algorithms such as Random Forest, Co-clustering, Support Vector Machine, and K-
Nearest Neighbors has been shown to be effective in detecting DDoS attacks in network traffic. These
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algorithms can be used in combination with both labeled and unlabeled data to improve the accuracy of
DDoS attack detection while reducing the need for manual labeling. The performance of semi-
supervised learning algorithms for DDoS detection has been evaluated on various datasets, and the
results show that these approaches can achieve high accuracy rates.Overall, the use of semi-supervised
learning for DDoS detection holds great promise for improving the accuracy of detection and reducing
the need for manual labeling of data. However, there are still challenges that need to be addressed, such
as the selection of appropriate algorithms and features, the quality and quantity of labeled and unlabeled
data, and the need for real- time detection in high-speed networks. Nonetheless, as the threat landscape
continues to evolve, the use of semi-supervised learning for DDoS detection is likely to become
increasingly important for maintaining the security and integrity of computer networks.
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